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NEW QUESTION: 1
For competitive reasons, the customers of a large shipping
company called the "Integrated
International Secure Shipping Containers Corporation" (IISSCC)
like to keep private the various cargos that they ship. IISSCC
uses a secure database system based on the BellLaPadula access control model to keep this information private.
Different information in this database is classified at
different levels. For example, the time and date a ship departs
is labeled Unclassified, so customers can estimate when their
cargos will arrive, but the contents of all shipping containers
on the ship are labeled Top Secret to keep different shippers
from viewing each other's cargos.
An unscrupulous fruit shipper, the "Association of Private Fuit
Exporters, Limited" (APFEL) wants to learn whether or not a
competitor, the "Fruit Is Good Corporation" (FIGCO), is
shipping pineapples on the ship "S.S. Cruise Pacific" (S.S.
CP). APFEL can't simply read the top secret contents in the
IISSCC database because of the access model. A smart
APFEL worker, however, attempts to insert a false, unclassified
record in the database that says that FIGCO is shipping

pineapples on the S.S. CP, reasoning that if there is already a
FIGCO-pineapple-SSCP record then the insertion attempt will
fail. But the attempt does not fail, so APFEL can't be sure
whether or not FIGCO is shipping pineapples on the S.S. CP.
What is the name of the access control model property that
prevented APFEL from reading
FIGCO's cargo information? What is a secure database technique
that could explain why, when the insertion attempt succeeded,
APFEL was still unsure whether or not FIGCO was shipping
pineapples?
A. Strong *-Property and Polyinstantiation
B. Simple Security Property and Polyinstantiation
C. *-Property and Polymorphism
D. Simple Security Property and Polymorphism
Answer: B
Explanation:
The Simple Security Property states that a subject at a given
clearance may not read an object at a higher classification, so
unclassified APFEL could not read FIGCO's top secret cargo
information.
Polyinstantiation permits a database to have two records that
are identical except for their classifications (i.e., the
primary key includes the classification). Thus, APFEL's new
unclassified record did not collide with the real, top secret
record, so APFEL was not able to learn about FIGs pineapples.
The following answers are incorrect:
*-Property and Polymorphism
The *-property states that a subject at a given clearance must
not write to any object at a lower classification, which is
irrelevant here because APFEL was trying to read data with a
higher classification.
Polymorphism is a term that can refer to, among other things,
viruses that can change their code to better hide from
anti-virus programs or to objects of different types in an
object- oriented program that are related by a common
superclass and can, therefore, respond to a common set of
methods in different ways. That's also irrelevant to this
question.
Strong *-Property and Polyinstantiation
Half-right. The strong *-property limits a subject of a given
clearance to writing only to objects with a matching
classification. APFEL's attempt to insert an unclassified
record was consistent with this property, but that has nothing
to do with preventing APFEL from reading top secret
information.
Simple Security Property and Polymorphism
Also half-right. See above for why Polymorphism is wrong.
The following reference(s) were/was used to create this
question:
HARRIS, Shon, CISSP All-in-one Exam Guide, Third Edition,
McGraw-Hill/Osborne, 2005
Chapter 5: Security Models and Architecture (page 280)
Chapter 11: Application and System Development (page 828)

NEW QUESTION: 2
Which of the following was launched against a company based on
the following IDS log?
122.41.15.252 - - [21/May/2012:00:17:20 +1200] "GET
/index.php?username=AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAA
AAA HTTP/1.1" 200 2731 "http://www.company.com/cgibin/
forum/commentary.pl/noframes/read/209" "Mozilla/4.0
(compatible;
MSIE 6.0; Windows NT 5.1; Hotbar 4.4.7.0)"
A. XSS attack
B. SQL injection
C. Online password crack
D. Buffer overflow attack
Answer: D

NEW QUESTION: 3
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Answer: D

NEW QUESTION: 4
A company is setting up a new website for online sales. The
company will have a web tier and a database tier.
The web tier consists of load-balanced, auto-scaled Amazon
EC2 instances in multiple Availability Zones (AZs). The
database tier is an Amazon RDS Multi-AZ deployment. The EC2
instances must connect securely to the database.
How should the resources be launched?
A. EC2 instances private subnet RDS database instances: public
subnet Load balancer public subnet
B. EC2 instances public subnet RDS database instances: public

subnet Load balancer public subnet
C. EC2 instances public subnet RDS database instances: private
subnet Load balancer private subnet
D. EC2 instances private subnet RDS database instances: private
subnet Load balancer public subnet
Answer: D
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