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NEW QUESTION: 1
Netstat is a tool for collecting Information regarding network
connections. It provides a simple view of TCP and UDP
connections, and their state and network traffic statistics.
Which of the following commands shows you the TCP and UDP
network connections, listening ports, and the identifiers?
A. netstat -s
B. netstat -b
C. netstat -ano
D. netstat -r
Answer: C

NEW QUESTION: 2
After gaining initial low-privilege access to a Linux system, a
penetration tester identifies an interesting binary in a user's
home folder titled ''changepass."
-sr-xr-x 1 root root 6443 Oct 18 2017 /home/user/changepass
Using "strings" to print ASCII printable characters from
changepass, the tester notes the following:
$ strings changepass
exit
setuid
strcmp
GLIBC_2.0
ENV_PATH
% s/changepw
malloc
strlen
Given this information, which of the following is the MOST
likely path of exploitation to achieve root privileges on the
machine?
A. Export the ENV_PATH environmental variable to the path of a
writable directory that contains a token- stealing binary
titled changepw. Then run changepass.
B. Copy changepass to a writable directory and export the
ENV_PATH environmental variable to the path of a token-stealing
binary titled changepw. Then run changepass.
C. Create a copy of changepass in the same directory, naming it
changepw. Export the ENV_PATH environmental variable to the
path '/home/user/'. Then run changepass.
D. Run changepass within the current directory with sudo after
exporting the ENV_PATH environmental variable to the path of
'/usr/local/bin'.
Answer: D

NEW QUESTION: 3
í–‰ë•™ ë¶„ì„•ê°€ëŠ” ì •ì–´ë•„ 15 ë¶„ë§ˆë‹¤ í•œë²ˆ ìˆ˜ì—… ì¤‘ì—•
ìž•ë¦¬ë¥¼ ë¹„ìš°ëŠ” ì—´ì‚´ì§œë¦¬ ì•„ì•´ì—• ëŒ€í•´ ìƒ•ë‹´í•´ì•¼
í•©ë‹ˆë‹¤. í–‰ë•™ ë¶„ì„•ê°€ëŠ” êµ•ì‚¬ê°€ ì•„ì•´ì•˜ ì—…ë¬´ìƒ•
í–‰ë•™ì—• ëŒ€í•œ ë•°ì•´í„°ë¥¼ ìˆ˜ì§‘í•˜ê¸°ë¥¼ ì›•í•©ë‹ˆë‹¤.
êµ•ì‚¬ê°€ 30 ëª…ì•˜ ì•„ì•´ì™€ í•¨ê»˜ êµ•ì‹¤ì—•ì„œ í˜¼ìž•
ì•¼í•œë‹¤ëŠ” ì •ì•„ ê°•ì•ˆí• ë•Œ, ê°€ìž¥ ì¢‹ì•€ ì ˆì°¨ëŠ”
ë‹¤ì•Œê³¼ ê°™ìŠµë‹ˆë‹¤.
A. ëŒ€ê¸° ì‹œê°„ ê¸°ë¡•.
B. ì•¸í„°ë²Œ ë ˆì½”ë”©.
C. ì‹œê°„ ìƒ˜í”Œë§•.
D. ì§€ì†• ì‹œê°„ ê¸°ë¡•.
Answer: C
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